	Commonalties in Criminal and Administrative Law 


Whereas this section deals with criminal law, it is important to understand the parallels between criminal and administrative law, especially because in health law most of the criminal prosecutions arise from administrative law problems. Both are related in that both are actions between the state and an individual or corporation. 
In criminal law, the state brings and prosecutes the case in the name of the people against the defendant. (A few states still allow private individuals to bring criminal prosecutions, but these are very infrequent and involve unusual facts.) Only criminal law proceedings can result in imprisonment as a punishment for crime. 
Administrative law proceedings may be initiated by the state or by an individual. An example would be a hospital petitioning a local zoning board for permission to rezone land so that it could be used for a clinic. Administrative proceeding can result in fines, various remedies such as injunctions, but cannot result in imprisonment. If an administrative agency such as the Health Care Financing Administration uncovers criminal behavior, it must take it to a prosecutor who will determine whether a criminal action will be brought.
At the federal level, criminal prosecutions are brought by the Department of Justice (DOJ). Structurally, DOJ is an executive branch agency no different from the Department of Health and Human Services (DHHS) or the other cabinet- level departments. It is headed by the Attorney General, who is a political appointee of the president, confirmed by the Senate. It is subject to the same political pressures as other agencies and it shifts its enforcement priorities with the political winds. Except for its unique powers to bring criminal charges, it operates much as DHHS, and the two interact as independent agencies. DHHS brings its own civil investigations through the Office of the Inspector General (OIG) and can demand millions of dollars in reimbursement if it finds improper claims practices. It can also refer the matter to DOJ for further investigation as a criminal matter. DOJ can bring its own investigation of the same matters, either involving OIG or not. From the perspective of a medical care practitioner, these federal investigations seem to be a seamless blend of administrative and criminal proceedings.
At the state level, criminal justice is much more fragmented. Each state has an Office of the Attorney General, which functions much like DOJ, except in many states the Attorney General is an independently elected office that is not under the control of the governor. In addition, counties have district attorneys and courts and cities have municipal courts, all of which, depending on the jurisdiction, can bring criminal charges. State administrative agencies are similarly fragmented. Some health functions, such as licensing professionals, are reserved to a state agency. Others, such as public health matters, may be divided between a state Department of Health, and city and county health agencies. There is usually limited effective cooperation between the state and the local agencies, and between the local agencies, whether administrative or criminal. In some situations, such as Medicaid—a state- administered program with substantial federal funding and oversight—investigations will involve both state, local, and federal authorities.

	The Constitutional Basis for Criminal Law 


The criminal law is part of the police power— the power to protect the public health and safety— that was shared between the states and the federal government. Historically, federal criminal law dealt with uniquely federal issues such as antitrust activities by interstate corporations, income tax evasion, treason, and specific crimes such as federal civil rights violations that did not exist under state law. The last several decades have seen the expansion of federal criminal law into areas such as narcotics dealing that are also prosecuted by the states and development of state parallels with federal civil rights laws. The result is that state and federal powers now overlap to such an extent that many crimes can be prosecuted by either authority, and sometimes both.
Criminal law is used to protect individuals both for their own good and to protect the social order that makes it possible to govern. Criminal prosecution redresses the injury to the state by punishing the defendant and deters future criminal activity by the example of the defendant and by the practical expedient of keeping defendants in prison where they cannot commit new crimes against society. Individuals who are injured by crimes can bring civil (tort) litigation against the criminal for compensation. Except in the rarest of circumstances, the individual cannot bring a criminal prosecution but must persuade the police or the state’s attorney to bring the prosecution. The state may choose to not prosecute despite the victim’s evidence and the state may choose to prosecute even if the victim does not want the defendant prosecuted. Unlike in civil litigation, these choices are reserved to the state because the criminal prosecution is ultimately about protecting the state, rather than individuals. Criminal laws are enforced by the government in its own name: United States v. Salerno, or Texas v. Powell.

	Punishment versus Prevention 

	


The key distinction between criminal law and civil or administrative law is that only criminal laws can punish a person with imprisonment or execution. This distinction is critically important because an individual charged with a crime is entitled to several legal protections that are not available in civil or administrative proceedings. Sometimes the distinction is difficult to understand because the nature of the confinement may be the same as one that would usually be imposed by a criminal law. Thus disease control laws that use the jail for quarantine were found to not be criminal laws, nor are mental health laws that allow persons to be confined for life because they were dangerous to self or others. Even laws designed to prevent witnesses from fleeing by confining them in prison and treating them as prisoners were not found to be criminal laws. [Bell v. Wolfish, 441 U.S. 520 (1979) ]
The courts reviewing these laws to determine whether defendants were entitled to criminal law protections looked to the purpose of the law, not the ultimate confinement. If the imprisonment is to punish for past actions, it is a criminal law. If it is to prevent some type of future harm—spreading a communicable disease, endangering others because of mental illness, or leaving the jurisdiction before testifying at trial—then it is a civil law and the defendant is not entitled to full criminal law due process protections. Although the courts tend to make this determination on the stated intent of the law as passed by the legislature, they are sensitive to claims that the legislature is using a civil law to punish without proper safeguards.

	The Constitutional Provisions 


Habeas Corpus
“The privilege of the writ of habeas corpus shall not be suspended, unless when in cases of rebellion or invasion the public safety may require it.” [U.S.C.S. Const. art. I, § 9, cl. 2 (1998).]

Bill of Attainder—Ex Post Facto Laws
“No Bill of Attainder or ex post facto Law shall be passed.” [U.S.C.S. Const. art. I, § 9, cl. 3 (1998).]

Trial by Jury
“The Trial of all Crimes, except in Cases of Impeachment, shall be by Jury; and such Trial shall be held in the State where the said Crimes shall have been committed; but when not committed within any State, the Trial shall be at such Place or Places as the Congress may by Law have directed.” [U.S.C.S. Const. art. III, § 2, cl. 3 (1998).]

Unreasonable Searches and Seizures
“The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.” [U.S.C.S. Const. amend. IV (1998).]

Due Process of Law and Just Compensation Clauses
“No person shall be held to answer for a capital, or otherwise infamous crime, unless on a presentment or indictment of a Grand Jury, except in cases arising in the land or naval forces, or in the Militia, when in actual service in time of War or public danger; nor shall any person be subject for the same offence to be twice put in jeopardy of life or limb; nor shall be compelled in any criminal case to be a witness against himself, nor be deprived of life, liberty, or property, without due process of law; nor shall private property be taken for public use, without just compensation.” [U.S.C.S. Const. amend. V (1998).]

Rights of the Accused
“In all criminal prosecutions, the accused shall enjoy the right to a speedy and public trial, by an impartial jury of the State and district wherein the crime shall have been committed, which district shall have been previously ascertained by law, and to be informed of the nature and cause of the accusation; to be confronted with the witnesses against him; to have compulsory process for obtaining witnesses in his favor, and to have the Assistance of Counsel for his defense.” [U.S.C.S. Const. amend. VI (1998).]

Bail-Punishment
“Excessive bail shall not be required, nor excessive fines imposed, nor cruel and unusual punishments inflicted.” [U.S.C.S. Const. amend. VIII (1998).]

	The Special Stigma of Criminal Prosecution 


Most medical care practitioners’ experience with litigation is limited to civil litigation. Although most medical care practitioners have not been personally sued for medical malpractice, all know someone who has been. Traumatic as this litigation can be for a medical care practitioner, criminal prosecution is much worse. The first shock is that medical care practitioners are not insured against criminal prosecution and must pay all defense costs and any bail from their own pockets. This can amount to tens to hundreds of thousands of dollars, much of which must be paid up front. Although a truly indigent defendant is entitled to a court- appointed attorney, few medical care practitioners fall into this category. Unfortunately, the chances of successfully defending a criminal case is closely related to how much money the defendant can put into the case. If the defendant is found not guilty, there is only an extremely limited right to reimbursement for the defense costs. As one criminal law professor aptly put it, “You can beat the rap, but you cannot beat the ride.”
The publicity can be devastating to a legitimate business or a professional, even if the jury finds them not guilty. For medical care practitioners and other providers, conviction of a crime related to a federal health program means that the defendant cannot participate in federal programs such as Medicare and cannot work for an entity that does participate. This will put a hospital out of business and can make it almost impossible for practitioners to find work, even if they do not lose their professional licenses as a result of the conviction. In the worst case scenario, the defendant can go to prison. The potential sanctions from criminal prosecution and conviction are so devastating that the Constitution provides several unique safeguards for criminal defendants.

	Applying the Constitutional Protections 


Although most criminal law prosecutions are done by the states or their political subdivisions, under state and local laws, these are conducted under rules established through interpretations of the Constitution by the U.S. Supreme Court. What constitutes a crime varies between states, but the constitutional rights of the accused criminal apply uniformly across the states.

	Specificity Requirements 


One of the great complaints about the civil law system is that you can sue over anything. Although this is not strictly true, the civil law system is designed to be very flexible and to provide remedies for new problems that have not yet been anticipated by the courts or the legislatures. The administrative law system also has very broad authority to deal with new problems, or to apply new solutions to old problems, much to the chagrin of a regulated industry, as anyone who tries to keep up with Medicare/Medicaid rules can attest. In contrast, the common law tradition and the Constitution require that a person be given specific notice of what constitutes a crime. For example, the Constitution bans ex post facto laws— those that are passed to criminalize behavior that has already occurred—and bills of attainder— laws passed to punish specific individuals without trial or other due process protections. [Fletcher v. Peck, 6 Cranch 87 (1810).]
More generally, a defendant may attack a criminal law as vague or overbroad, meaning that it does not define the crime or the elements of the crime in such a way that a reasonable person would know what was illegal. If the court agrees, it will declare the law unconstitutional, preventing the prosecution of the defendant. As a result of this constitutional requirement, criminal statutes are very specific, spelling out the required details of the crime. This is most true when the crime is a conventional crime against another person, such as rape, murder, assault, or fraud. The standards for business- related crimes, such as antitrust or Medicare fraud, are much less specific, sometimes saying little more than that submitting a false claim is a crime. Although such laws have been attacked for vagueness and overbreadth, these challenges have been unsuccessful.
	Right to Counsel 


It is almost impossible for a nonlawyer to present a case successfully in the U.S. legal system. Lack of representation so compromises a criminal defendant’s rights that the U.S Supreme Court requires all criminal defendants to have appointed counsel at government expense, if the defendant is unable to pay a lawyer. [Gideon v. Wainwright, 372 U.S. 335 (1963) ] This means that the defendant has to be informed of the right to have counsel, that if he says anything before counsel arrives it can be used against him at trial, and that if he cannot afford a lawyer, one will be appointed for him—his Miranda rights. [Miranda v. Arizona, 384 U.S. 436, 16 L. Ed. 2d 694, 86 S. Ct. 1602 (1966) .] This does not mean that unless the defendant can afford the O.J. defense team that the state will pay for his defense. The state is required only to pay the defense lawyer for the minimum defense necessary to preserve the client’s constitutional rights, not to win the client’s case. Other than cases involving the death penalty, the state is usually unwilling to pay for expert testimony, the evaluation of forensic evidence, investigators, or the other basic requirements for properly defending complex criminal cases.

The police have to inform a potential defendant of his rights when it is probable that he will be charged. They do not have to inform witnesses of their Miranda rights during the routine investigation of case. If an investigator starts reading the Miranda rights to you, you are in trouble and need to get an attorney before you say anything else.

	Privilege against Self-Incrimination 


The Fifth Amendment of the Constitution establishes the privilege against self- incrimination. This prevents the government from forcing a person to testify against himself. Although the founders were particularly concerned about persons being tortured into incriminating themselves, the courts have extended the privilege to any forced testimony. The result of the privilege against self- incrimination is that the state must prove its case without the help of the defendant. If the defendant stands silent, he wins unless the state can produce sufficient evidence of his guilt. At trial, the defendant can refuse to take the stand and testify, and the prosecutor may not comment on the defendant’s silence; that is, no remarks about why the defendant will not take the stand and explain what really happened.

The privilege against self-incrimination also applies to the investigation of a case. A defendant can refuse to talk to the police, but cannot refuse to appear before the grand jury. The defendant can refuse to answer questions that he believes will incriminate him, which is called “taking the Fifth.” The privilege applies to any crime, state or federal, so the defendant can take the Fifth when he is being investigated by the state because he is concerned about implicating himself for a federal crime. Witnesses, however, who are not defendants or potential defendants, cannot refuse to testify, and may even be imprisoned for contempt of court if they refuse. In some circumstances the prosecution can get around the defendant’s privilege against self- incrimination by offering the defendant immunity for the crimes he might mention in testifying. Once immunized against the possibility of prosecution, the witness can no longer refuse to testify by invoking the privilege against self- incrimination.

The privilege against self-incrimination is limited to testimony. Defendants can be forced to give hair samples, blood samples, and other bodily fluids. They can be forced to produce writing samples, and in some cases to give over information such as combinations to safes or the location of bank accounts. These are governed by the rules on searchs and seizures, rather than those governing self-incrimination.

	Searches and Seizures 


The Fourth Amendment provides two interrelated protections for persons subjected to searches and seizures: (1) they must be reasonable; and (2) there must be some proper basis for warrants to authorize searches and seizures. These provisions are related in that the reasonability of a search or seizure is usually defined by reference to whether it was performed with a proper warrant. Warrants are issued by a judge who reviews the evidence presented by the police or prosecutor on the basis for the probable cause that the warrant will lead to evidence and what that evidence is. Probable cause can be an informant’s tip, the statement of a witness, or leads developed by the police or others who are investigating the case.

The courts have carved out some exceptions to the requirement of a warrant. One deals with searches of the immediate vicinity of the suspect made for the purpose of finding weapons that might endanger the officers or others. Another is plain view exception: the police do not need a warrant for evidence that is in plain view. This can be on the car seat next to the driver, assuming that the car was stopped for a proper reason. It can be in a house if the officer is otherwise properly in the house. (The difficult cases for the plain view exception are those that involve technological aids such as telescopes, satellite cameras, infrared sensors, and other techniques that extend surveillance beyond the unaided eye.) 
Administrative searches, such as routine health and safety inspections, do not require a probable cause warrant. Although these can be done without a warrant, they are restricted to the public health purpose of the inspection—if the rat inspector finds a stash of cocaine, it cannot be used as evidence in a criminal prosecution. [Camara v. Municipal Ct. of San Francisco, 387 U.S. 523 (1967) .]

Search and seizure protections extend to everything that is not testimony. Blood samples, writing samples, records, phone taps, email, and every other form of physical evidence is protected by the Fourth Amendment. With a proper warrant, even confidential information such as patient records is subject to search and seizure. The seizure is literal: the police will physically take away any evidence that they find, with little regard for the impact on the defendant’s business. Medical records, business records, even computers that contain records are subject to seizure. In some Medicare fraud investigations, the government has gone into hospitals and practices with moving vans to haul away evidence.

The remedy for an improper search is the exclusion of the evidence from the trial. This exclusionary rule extends to all evidence that was found because of the original improperly obtained evidence—the “fruit of the poisoned tree” doctrine. The rationale for the exclusionary rule is that there is no other appropriate remedy because it is impossible to mitigate the damage that the evidence might do to the defendant’s case. In a sense it punishes the police for failing to get proper warrants or for not sticking to the terms of their warrants.

Evidentiary issues are complex in medical care because there are overlapping claims on who controls medical information. For example, a physician may own the paper that a medical chart is written on or the computer it is stored in, but patients also have a right to the information in their medical records. Patients can give permission for the police to have access to their medical records, even if those records will incriminate their physician. When medical care practitioners participate in Medicare or Medicaid, the terms of participation give the government inspectors access to the records that the claims are based on. The OIG can get these records without a warrant and refer any wrongdoing it finds to the DOJ for prosecution. Medical care practitioners should not expect to be able to protect any medical or business records from search and seizure in a criminal investigation. The best they can hope is to convince the judge to limit access to confidential information such as individual medical records.

If police or the FBI want to search a medical business, it is critical that all efforts be made to not give up any legal privilege or right of confidentially. If they do not have a search warrant, then they should not be allowed to enter the premises without your attorney present. If they push their way in, do not attempt to interfere with their actions, but stress that they are there without your permission. If they do have a search warrant, ask them to wait until you can talk to your attorney. They will probably not wait, but you must ask. Once the search is started, you should carefully monitor it. For an example of a protocol for monitoring a search, see Appendix 3–A.

	Standard of Proof 


One of the unique protections in criminal law is standard of proof. Crimes must be proved beyond a reasonable doubt. Torts and other civil wrongs must be proved by a preponderance of the evidence. “Preponderance” is taken to mean a majority, 51%, or other equivalent measures that imply that the defendant more likely than not committed the act. “Beyond a reasonable doubt” is a more difficult standard to define, but it clearly requires a much higher level of certainty than does preponderance of the evidence. Sometimes these are applied to the same facts: in the O.J. Simpson case, the jury in the criminal trial found him not guilty because they were not convinced beyond a reasonable doubt that he killed Nicole Brown Simpson and Ronald Goldman. The jury in the civil case seeking compensation for the same actions found that the proof did meet the preponderance of the evidence standard and they found him liable for the killing.

The role of the defense attorney in a criminal case is to identify weaknesses in the prosecution’s case and convince the jury that these raise a reasonable doubt about the defendant’s guilt. This strategy is most successful in complex crimes that require proof of a guilty mind (the defendant intended to commit the crime). Most of the crimes discussed in this book involve fraud and do not require the same type of intent as a traditional violent crime. This makes these much more difficult to defend. The medical care practitioner does not need to intend to defraud the government, only to intend to file the improper claim. The only instances where we will deal with the traditional criminal law issue of a guilty mind involve withdrawal of life support. In these cases, the state may raise the issue of whether the physician intended to commit active euthanasia.

	Double Jeopardy 


The Constitution prevents a person from being tried more than once for the same crime. Jeopardy does not attach until there is a jury verdict or a dismissal with prejudice by the judge. If there is a mistrial because of attorney misconduct or because the jury cannot reach a verdict, then there is no final ruling and the prosecutor may retry the case. Generally, the prosecutor may only try the defendant once on a given set of facts. If the defendant is found innocent of murder, he or she cannot be retried on the same facts for a lesser included offense such as manslaughter.

Double jeopardy only applies to one level of government. If the state tries a person for murder and the defendant is acquitted, the federal government can retry the person on the same facts, perhaps for civil rights violations. This is a significant problem in medical care because many of the prohibited activities, especially fraudulent transactions, violate both state and federal law.

	Investigation of the Criminal Case 


Depending on the nature of the crime, the initial investigation will be carried out by the police, the prosecutor’s office, or the grand jury. The ultimate decision to prosecute is reserved to the prosecutor. This is an important safeguard to prevent aggrieved victims or political enemies from forcing the prosecution of innocent individuals. Prosecutors have a unique role in the legal system in that their duty is to see that justice is done, not just to prosecute every case they think they can win. The prosecutor should not file a case unless he or she believes that the defendant is guilty. Although this is certainly abused in some circumstances, most prosecutors take the duty seriously. This is very different from the defense attorney, who should not be concerned with the guilt or innocence of the defendant, but only with poking holes in the prosecutor’s case. The victim does not prosecute the criminal case and does not have the right to determine if the state will prosecute.

	The Citizen’s Duty 


In general, a person is required to report criminal activity and to appear and testify as a witness if requested by the defendant or the state. As long as the report is made in good faith, the law protects persons who report crimes from being sued for defamation by the person they report.

This creates a conflict of interest with a patient’s expectation that a physician will preserve the confidences of the physician–patient relationship. This conflict is most acute for psychiatrists: their physician–patient relationships are critically dependent on trust, and their patients are much more likely to discuss matters such as criminal activity with them. The general duty of a medical care practitioner is limited to the reporting of possible future criminal activity, not to turn in their patients for past acts that come out in during medical treatment or consultation.

The medical care practitioner’s duties are much more rigorous when dealing with crimes related to medical care business practices.

	Protecting Your Rights 


Although it is a good policy to cooperate with the police and with government investigators when you are innocent of wrongdoing, medical care providers should be wary of answering questions about medical care–related crimes that they might be involved with, say Medicare false claims, without getting the advice of a lawyer just to make sure they are not compromising their rights. Even when just answering questions as a witness or for background, it is important to keep notes of what you were asked and what information you gave the investigator. If you have any reason to believe that you are target of a criminal investigation, or if any of your business partners are a target, you should discuss the matter with a criminal defense lawyer before you talk to any investigators.

	The Federal Sentencing Guidelines and Compliance 


Historically, judges were given great discretion in setting the sentences for crimes. This lead to great disparities among sentences for the same crimes, with some judges giving life sentences in situations where others would give short prison terms. There also seemed to be a bias against the poor and minorities. As a result, Congress passed a law establishing the U.S. Sentencing Commission. The liberal supporters of the bill hoped that it would reduce the harsh sentences given by some judges and would reduce the disparity between sentences for street crime and white- collar crime. The resulting Sentencing Guidelines did reduce the disparities, but tended to raise shorter sentences, rather than lower high ones.

	Sentencing Implications for Health Care Practitioners 


The Sentencing Guidelines establish standards for three aspects of sentencing: (1) they set base sentences for each type of crime charged; (2) they establish how sentences will be combined when the defendant is guilty of more than one crime; and (3) they establish how the specific facts in a given case affect the sentence. The result of these guidelines has been to dramatically change the sentencing prospects for medical care providers, especially physicians and hospitals. The first change was to increase the sentences for white-collar crimes and require that nearly every defendant who is convicted of a white- collar crime goes to jail for some period of time. A medical care practitioner convicted of medical care fraud or antitrust violations now can expect to spend time in jail, which, in most states, ensure that the practitioner will lose his or her license and not be able to practice when the sentence has been served.

The sentencing guidelines also contain a provision that requires the sentence to be increased whenever the crime involves abuse of a professional relationship.

	Compliance Plans 


The Federal Sentencing Guidelines apply to institutions as well as individuals. If an institution such as a hospital or clinic is run in a criminal manner, the individual employees and officers of the institution can be sentenced to prison and fined as individuals and the institution itself can be fined. The fines can be statutory fines designed to punish the institution or they can be based on the value of the illegal benefits with the intent of depriving the institution of ill- gotten gains. If the government finds that the institution was run as a criminal enterprise—if the reason for the existence of the enterprise is its criminal activity—the fines will be set high enough to destroy the institution. The level of the fines and, indirectly, the culpability of the officers of the institution depend on its ability to show that it tried to obey the law and was the victim of unpreventable fraud by certain employees. The Federal Sentencing Guidelines have set standards for evaluating the intent of the institution. These are important to medical care practitioners because the OIG now requires all hospitals and many other medical care institutions to have plans to ensure that the institutions comply with the relevant federal laws. These are generically known as “compliance plans.” The OIG requirements are based on the standards of the Federal Sentencing Guidelines. Medical care practitioners will have to implement these plans as administrators and will have to abide by them as practitioners. Failure to do so can be considered evidence of criminal intent.

	Sentencing Guideline Standards for Compliance 


[Official Commentary and Application Notes to United States Sentencing Guidelines § 8A1.2, subsection 3 (k).(1– 7) (1998).]

An ‘effective program to prevent and detect violations of law’ means a program that has been reasonably designed, implemented, and enforced so that it generally will be effective in preventing and detecting criminal conduct. Failure to prevent or detect the instant offense, by itself, does not mean that the program was not effective. The hallmark of an effective program to prevent and detect violations of law is that the organization exercised due diligence in seeking to prevent and detect criminal conduct by its employees and other agents. Due diligence requires at a minimum that the organization must have taken the following types of steps:

(1) The organization must have established compliance standards and procedures to be followed by its employees and other agents that are reasonably capable of reducing the prospect of criminal conduct.

(2) Specific individual(s) within high-level personnel of the organization must have been assigned overall responsibility to oversee compliance with such standards and procedures.

(3) The organization must have used due care not to delegate substantial discretionary authority to individuals whom the organization knew, or should have known through the exercise of due diligence, had a propensity to engage in illegal activities.

(4) The organization must have taken steps to communicate effectively its standards and procedures to all employees and other agents, e.g., by requiring participation in training programs or by disseminating publications that explain in a practical manner what is required.

(5) The organization must have taken reasonable steps to achieve compliance with its standards, e.g., by utilizing monitoring and auditing systems reasonably designed to detect criminal conduct by its employees and other agents and by having in place and publicizing a reporting system whereby employees and other agents could report criminal conduct by others within the organization without fear of retribution.

(6) The standards must have been consistently enforced through appropriate disciplinary mechanisms, including, as appropriate, discipline of individuals responsible for the failure to detect an offense. Adequate discipline of individuals responsible for an offense is a necessary component of enforcement; however, the form of discipline that will be appropriate will be case specific.

(7) After an offense has been detected, the organization must have taken all reasonable steps to respond appropriately to the offense and to prevent further similar offenses—including any n

	Special Characteristics of the Organization 


[Official Commentary and Application Notes to United States Sentencing Guidelines §8A1.2, subsection 3 (k).(7)(i–iii) (1998).]

The precise actions necessary for an effective program to prevent and detect violations of law will depend upon a number of factors. Among the relevant factors are:

(i) Size of the organization: The requisite degree of formality of a program to prevent and detect violations of law will vary with the size of the organization: the larger the organization, the more formal the program typically should be. A larger organization generally should have established written policies defining the standards and procedures to be followed by its employees and other agents.

(ii) Likelihood that certain offenses may occur because of the nature of its business: If because of the nature of an organization’s business there is a substantial risk that certain types of offenses may occur, management must have taken steps to prevent and detect those types of offenses. For example, if an organization handles toxic substances, it must have established standards and procedures designed to ensure that those substances are properly handled at all times. If an organization employs sales personnel who have flexibility in setting prices, it must have established standards and procedures designed to prevent and detect price- fixing. If an organization employs sales personnel who have flexibility to represent the material characteristics of a product, it must have established standards and procedures designed to prevent fraud.

(iii) Prior history of the organization: An organization’s prior history may indicate types of offenses that it should have taken actions to prevent. Recurrence of misconduct similar to that which an organization has previously committed casts doubt on whether it took all reasonable steps to prevent such misconduct.

An organization’s failure to incorporate and follow applicable industry practice or the standards called for by any applicable governmental regulation weighs against a finding of an effective program to prevent and detect violations of law.

	Responding to Government Investigations 


PURPOSE

Government investigators may arrive unannounced at _______ or the homes of present or former employees and seek interviews and documentation. The purpose of this policy is to establish a mechanism for the orderly response to government investigations to enable _______ to protect its interests as well as appropriately cooperate with the investigation.

POLICY

_______ will cooperate with any appropriately authorized government investigation or audit; however, _______ will assert all protections afforded it by law in any such investigation or audit.

PROCEDURE

Request for Interview

1. When government investigators request an interview, there is no obligation to consent to an interview although anyone may volunteer to do so. One may require the interview be conducted during normal business hours, at _______ or another location.

2. The staff member should always be polite and should obtain the following information:

a. The name, agency affiliation, business telephone number and address of all investigators

b. The reason for the visit. 

3. When the investigator arrives, ask if there is a subpoena or warrant to be served and request a copy of the subpoena or warrant.

4. The interview may be stopped at any time, with a request that the investigator return when counsel can be present. _______ will be represented by its corporate counsel; employees have the right to their own individual legal counsel. Local counsel should be present for interviews whenever possible.

5. If an employee chooses not to respond to the investigator's questions, the investigator has the authority to subpoena the employee to appear before a grand jury.

6. Any staff member contacted by an investigator should immediately notify his or her supervisor. Provide this individual with as much information and documentation about the investigation that is known. Ultimately the request should be reported to the Chief Financial Officer and the Corporate Compliance Officer.

The Search

1. Request an investigator on _______ premises to wait until either the Corporate Compliance Officer, counsel, the Administrator on-call, or the Chief Financial Officer arrives (each referred to as "the employee in charge").

2. ______ employees must not alter, remove, or destroy permanent documents or records of _______. All records are subject to state or nationally recognized retention guidelines and may be disposed of only in accordance with these guidelines. Once there has been notice of an investigation, the destruction portion of any policy on record retention is suspended.

3. If the investigators present a search warrant or warrant, the investigators have the authority to enter private premises, search for evidence of criminal activity, and seize those documents listed in the warrant. No staff member has to speak to the investigators, but must provide the documents requested in the warrant.

4. Request copies of the warrant and the affidavit providing reasons for the issuance of the warrant.

5. All staff members should request an opportunity to consult with _______'s counsel before the search commences. Provide counsel with a copy of the warrant immediately. If counsel can be reached by phone, put counsel directly in touch with the lead investigator.

6. Cooperate with the investigators, but do not consent to the search.

a. The employee in charge should instruct the lead investigator that:

i. _______ objects to the search;

ii. The search is unjustified because _______ is willing to voluntarily cooperate with the government; and

iii. The search will violate the rights of _______ and its employees.

b. Under no circumstances should staff obstruct or interfere with the search. Although they should cooperate, any staff member should clearly state that this does not constitute consent to the search.

c. Whenever possible, keep track of all documents and what information the documents contain given to the investigators.

7. If local counsel is not available, the employee in charge should contact the prosecutor immediately and request that the search be stopped. One can negotiate alternatives to the search and seizure, including provisions to ensure that all existing evidence will be preserved undisturbed. If the prosecutor refuses to stop the search, request agreement to delay the search to enable _______ to obtain a hearing on the warrant.

8. The employee in charge should attempt to negotiate an acceptable methodology with the investigators to minimize disruptions and keep track of the process. Considerations include the sequence of the search; whether investigators are willing to accept copies in place of originals; and if so, who will make the copies and how; whether _______ will be permitted to make its own set of copies; and arrangements for access to records seized.

9. The employee in charge should point out limitations on the premises to be searched and on the property to be seized.

a. Avoid expansion beyond the proper scope of the search from confusion or overreaching.

b. Never consent to an expansion of the search.

c. Disputes regarding the scope must be brought to the attention of the prosecutor or the court to be settled. _______ staff should not prevent the investigators from searching areas they claim to have the right to search.

d. Investigators generally have the right to seize evidence of crimes that is in their "plain view" during a search regardless of whether such evidence is described in the warrant.

10. The employee in charge should take appropriate steps to protect other _______ staff members.

a. ______ should send all, but essential personnel home, or temporarily reassign them to other areas when a warrant is served.

b. Selected employees should remain along with the employee in charge and/or _______ counsel to monitor the search.

c. Investigators should never be left alone on _______'s premises, and no employee should be left alone with the investigators.

11. Object to any search of privileged documents.

a. If there is any possibility that the search will compromise privileged information, ______ should object on that basis, and raise the issue with the court if necessary.

b. Negotiate a methodology to protect the confidentiality of any privileged information pending a resolution of these objections. For example, segregate the privileged documents from other files and investigators will not read the documents until the court had made a decision or the investigators will seize the documents, but place them unread in sealed envelopes until the matter is resolved.

12. The employee is charge should keep a record regarding the search.

a. Ask each investigator for proper identification, including their business cards.

b. List the names and positions of all the investigators with the date and time. Verify the list with the lead agent and request he or she sign it.

c. Monitor and record the manner in which the search is conducted. Note in detail the precise areas and files searched, the time periods when each of them was searched, the manner in which the search was conducted, the agents who participated, and which files were seized.

d. Several individuals will be probably be needed to monitor the different areas being searched simultaneously.

e. If the monitor is ordered to leave, contact the lead investigator. A person should only be ordered to move if they are in the way, not to avoid being observed. Never provoke a confrontation with an agent.

13. If possible, do not release a document to the investigators unless it has been reviewed by counsel. This is not possible under a search warrant.

14. Keep all privileged and confidential documents separate and labeled accordingly. If seized, the documents should be protected from disclosure if labeled properly.

15. If possible, the employee in charge should make a record and a copy of all records seized. 

a. If this is not possible, before the agents leave _______'s premises, request an inventory of the documents seized. 

b. Request the lead agent to note the date and time the search was completed as well as sign the inventory with the agent's full title, address, and telephone number. 

c. When documents are seized, the investigators are required to give the occupant a copy of the warrant. 

d. Copies of the seized documents should be requested as well, especially medical records, as this is the most efficient way to inventory the documents seized.

e. Create a parallel inventory of the documents seized.

f. Download copies of files from hard drives of computers, and copy diskettes, especially if the material is essential to the ongoing operations of _______.

16. If possible, videotape the search.

a. A videotape may provide evidence of undue disruption or misconduct on the part of the investigators.

b. If the investigators claim the taping interferes with the search, the employee in charge should make a record of the refusal. Do not persist if the agents have warned that they regard the taping as an interference.

Courtesy of von Briesen, Purtell & Roper, s.c., Milwaukee, Wisconsin.
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